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Abstract— Contemporary exploration of all stages of
service models clearly proves the immense significance of
“Security in Cloud Computing”, which being as obtuse as
it is pertinent, demands attention. An analysis of recent
studies depicts certain useful approaches for the fulfilment
of security objective; however, these advancements are
largely inconsistent with the forays of research in other
fields. Numerous technologies amalgamate in the
implementation of cloud computing security, one of which
is ontology. In this paper, a critical study of security
ontologies has been accomplished in which these ontologies
have been further classified into three major categories:
Generalized, Specific with sub categories: Web Services
(WS) and Web Ontology Language (OWL) based Security
Ontologies, Network Security Ontologies, Security
Requirements Ontologies, Risk based Security Ontologies
and Application based Security Ontologies; and
Miscellaneous. The present research aims to firstly,
classify the above-said ontologies and thereby offer a
prismatic analysis of the same. By using ontology, one can
aim at securing the cloud through security
countermeasures with consideration of applicable threats
and security solutions deployed to support appropriate
security services and objectives.

Keywords—Cloud Computing, Security Ontology, Cloud
Security, Cloud Security Ontology.

I. INTRODUCTION

Significant innovations in virtualization and distributed
computing as well as improved access to high-speed Internet
have induced interest in Cloud Computing [1]. Cloud
Computing is a vast area or terminology and it involves
delivering hosted services over the Internet containing
scalability, abstracted infrastructure, virtualization, on-demand
access, connectivity, resource pooling, elasticity, and pay-per-
use utility model [2].

Acquiring of cloud services depends upon delegation of
responsibilities among the service providers, the customers
and it is interlinked with security issues viz. reliability,
availability of services and data, complexity, costs,
performance, migration, reversion, regulations and legal issues
and the lack of standards [2]. Along with the large-scale use of
virtualization in implementing Cloud, infrastructure also plays
an important role in the Cloud services.
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Security for cloud computing has gradually developed into
a very large field of research. Contrary to the past, Cloud data
assurance and their security, trust, privacy have moved up the
ladder and are being considered by the cloud service provider,
stakeholder etc. as a subject of interest to become cloud
research issues. Bringing to the mind that cloud security
allows fabricating basic concept of reliable systems, which
faces threats, errors and attacks via several origins: technical
origin, intentional origin, accidental origin and natural origin.

It is important to create trust bonds between the providers
and clients; security does this in terms of software services.
Proper implementation of security mechanisms can eliminate
most of the vulnerabilities [3]. Security mechanisms have a set
of objectives to reduce the extent of vulnerabilities like
authentication, access controls and rights, confidentiality, non-
repudiation etc. [4] [5] [6]. The basic concept strives to protect
data through a set of techniques and methods [5]. Likewise
security will be ensured for deployed software by non-
repudiation which will be enforced in the security objective
and this will provide additional measures for security
assurance [7].

The intention of the attacker is to acquire the assets by
exploiting vulnerability leading to safety failure; the security
mechanism theory therefore, depends on the attackers’
mindset. Despite all the prior methodologies, there is still the
need for a generalized setup of security requirements and
terminology in the terms of ontology for cloud computing.
The representation of an interrelated concept in the field of
knowledge is ontology.

Various security ontologies have been reported in the
literature. Accordingly, a brief but complete description of the
reported ontologies has been presented in the paper along with
the related discussion as conclusive points. However, the
ultimate aim is building ontology for security operational
information, based on the threats included in cloud from the
source, origin and attack to its countermeasure.

Beyond this introduction on the background details, the
remainder of this paper is structured as follows: Section Il
describes “Security Ontologies” and Section III presents
“Related Work™ by the researchers in the area. Section IV
provides the “Analysis of Reported Ontologies” along with
related discussions. Finally, “Conclusion and Future Work”
have been reported in Section V.
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Il. SECURITY ONTOLOGIES

Ontology is the operational model of entities and
relationships in a specific domain of knowledge [8]. Security
ontologies are ways to define security terminology, by
removing the conflict among the security experts and the
customers; they precisely define the entities and their
relationships to each other. There is a standard block of risk
analysis: assets, threats, vulnerabilities and countermeasures in
the security ontology model, these four components are the
basic building blocks of security and their relations [9]. The
description of each block with technical concepts results in an
ontology having a classification and definition of specific
domain vocabulary.

Security relationship model is the foundation to develop
the security ontology, which is explained by the National
Institute of Standards and Technology (NIST) Special
Publication 800-12 [10]. The conceptualized high level
relationships between the entities are shown below in Fig 2.1.
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Fig.2.1: Relationship among Security Related
Terms (Source [10])

A distinct threat gives rise to other threats, which
forebodes the forthcoming hazard to an organization and its
assets [10]. These threats influence the security objectives
(integrity, confidentiality and availability) in the form of a
physical, administrative and technical weakness as
vulnerability. Threats can be natural or human origin using
accidental or deliberate source [10].

The asset on which the weakness could be subjugated is
assigned. Different control types such as preventive, deterrent,
recovery, corrective and detective measure controls need to be
implemented on the vulnerability to protect the assets. By the
incorporation of widely accepted knowledge and best—practice
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information security standards, the derived controls are
insured. The controls are reusable for different standards as
modelled on high granular levels [10]. In the prior
research, various attributes were identified and followed the
risk assessment steps for security assurance in the earlier stage
of development lifecycle [11].

Several issues and challenges have already been
highlighted [13], for which the study has already provided a
detailed cloud security review of the existing literature [12]
particularly relating to Cloud security that decreases its
adoption rate and resulted to identify the major security threats
[14]. Some of the security solutions deliver integrated and
automated features for the
clear visibility in entire cloud system to sustain compliance
[15].

But still, there is a need to find the appropriate
countermeasures for these attacks and threats, there appears a
need to develop the cloud security ontology. The next section
will cover the related work reported in the literature on
security ontologies.

I1l.  RELATED WORK

Undergoing research concluded that there are a few related
works that focus on expanding security ontology for a
generalized base for the growth of cloud applications. This
section highlights already accomplished research contributions
available in literature. The reported ontologies have been
grouped in three main categories, which are pictorially
represented in Fig.3.1 and discussed as follows:

MISCELLANEOUS

SECURITY ONTOLOGIES

SPECIFIC

WS and OWL Based
Security Ontologies

Security
Taxonomies

Security Requirements

Ontologies

Network Security
Ontologies

Risk Based Security
Ontologies

Application Based

Security Ontologies

Fig. 3.1: Classification of Security Ontologies
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A. Generalized Security Ontologies —

1)

Generalized security ontologies aim and wrapper all
security aspects as well as creates explicit
terminology of the domain that agree with diverse
stakeholders to develop and contribute to a general
perceptive of knowledge, which can be logical and
analyzed without human intervention. Some of the
notable findings have been given as follows:

a) Ontology-based Security —
A security management structure was built on
an arbitrary information system (IS) upon
security ontology and  knowledge-based
resources, which provided reasoning exploiting
security knowledge from diverse sources and
reusable security knowledge interoperability and
aggregation [16].

by Ontology-based Multi-agent Model
based on Information Security System

— The purpose of identifying, extracting and
analyzing the main proposals for security
ontologies was explained by a formal
framework stating the early stage of
development and the need of additional research
efforts . Based on the established ontology of
the information security system domain, a
multi-agent model was proposed [17].

¢) Cloud Computing security taxonomies
— The preceding study analyzed the security
problems unearthed in Cloud Computing based
on state-of-the-art Cloud Computing security
taxonomies under technological and process-
related aspects [18].

Specific Security Ontologies —

In the subject of specialized security ontology, some

ontologies were proposed in different computational
models, which derived a common vocabulary for
describing facts related to web services, network,
risk, security requirements and application based
security etc. Five specific domains of security
ontologies that describe specified aspects of security
in this category, are given as follows:

Web Services (WS) and Web Ontology
Language (OWL) based Security

Ontologies — The knowledge representation
languages or ontology languages are considered in a
family, which are characterized by semantic web
such as OWL endorsed by the W3C (World Wide
Web Consortium) through Recourses Description
Framework (RDF) [20]. Some of the Ontologies are
mentioned below:
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b) Ontological

c¢) Security Attack Ontology -

e) Modeling
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a) OWL-based ontology — It provides an extensible

ontology for the information security domain, which
encompassed the common concepts and precise
vocabulary of the domain. The subsequent top-level
concepts dealing with assets, threats, vulnerabilities
and countermeasures were taken in account while
building the ontology [21].

structure for information

security domain knowledge — Research study
moved towards the non-core concept having a larger
part of the formalizing information security
knowledge domain. The study located the exposed
threats, which gave rise to follow-up threats that were
a latent danger to organizational assets. It also
explained the effects of threats on specific security
attributes  (confidentiality, integrity, availability)
which may cause damage to certain assets [22].

A set of
information, which can be reasoned and analyzed
automatically was developed through the security
attack ontology for web service security threats,
which insisted upon an analysis and systematic
classification for the development of improved
distributed defensive mechanisms using Firewalls and
Intrusion Detection Systems (F/IDS) [23].

d) OWL-DL Ontology — Another research study

proposed the defining of a set of rules, which
automatically generated semantic relations existing
between the provider and requestor security
requirements. The transformation of WS-SP (Web
Security-Security Policy) into OWL-DL ontology
resulted in a semantic approach for specifying web
service security policies [24].

Enterprise  Level Security

Ontology — Knowledge of the threat and
corresponding countermeasures had been integrated
into the Modeling Enterprise Level Security
ontology, which guaranteed a shared and accurate
terminology using OWL and RDF (Resource

Description Framework) to represent costs benefit
analysis of security mechanisms [25].

Network Security Ontologies - An imperfection
in networks and applications are becoming gradually
more important, and the distribution of errors and
attacks defined may not be stationary. The prior
research study on network security services has
reviewed threats, vulnerabilities and failure modes,
based on standard texts, using well-known concepts,
categorizations, and methods, e.g. risk analysis through
the medium of asset-based threat profiles and
vulnerability attributes. These were used to develop a
framework which defined an extensible ontology for
network security attacks [26]. A few of the significant
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b)

d)

f)

3)

findings of the network security ontologies have been
given as follows:

Security Taxonomy of Internet Security —
These are taxonomies which clarify several
countermeasures of attacks and threats as a general
identification of attacks and relationship with the class
of categories, through the approach of taxonomies to
build strong security system [27].

Ontology based Model for Security

Assessment — Research studies described the act of
using an ontology for the evaluation of security in
network and computer attacks. The study used the
method when it was under attack for evaluating the
effect of the attack on the system [28].

Ontology-based Unified Problem Solving

Method Development Language (UPML) —
Researches recommended an ontology structure
composed of three parts; Domain ontology, Task
ontology, and Resolution ontology based on data found
about security risk reduction for the purpose of
expanding the knowhow of the concepts of intrusion
detection, network safety techniques, security policies,
which needed to be processed, stored and shared
between experts [29].

Security Toolbox: Attacks &

Countermeasures (STAC) Ontology -
It was reused in numerous security domains of web
applications, network management or communication
networks (sensor, cellular and wireless) [30].

Network Attack Ontology — Prior methodology
was used to classify computer-based attacks through
network attack ontology. The ontology developed an
"Attack Scenario” class, inherited from other classes,
which characterized and classified computer network
attacks. High profile computer network attacks such as
Stuxnet and the Estonia attacks were classified through
the “Attack Scenario” class [31].

Ontology-based Attack Model - They had
proposed a taxonomy, which consisted of five
dimensions integrated with attack vector, attack impact,
vulnerability, attack target and defense, which
incorporated Common Vulnerabilities and Exposures
(CVE), Common Vulnerability Scoring System
(CVSS), Common Weakness Enumeration (CWE), and
Common Platform Enumeration (CPE) from National
Vulnerability Database (NVD) [54].

Security Requirements related Ontologies

The earlier studies shows that each dedicated
model, security requirements for information
systems had to be specified while using a
number of different levels of abstraction,
which necessarily guarantee the correctness of
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every model [32]. Some security ontologies in
order to cope with the definition of security
requirements are given as follows:

Ontologies for Security Requirements —
Research studies showed that it is difficult for
security experts to communicate clearly about
security incidents, so the solution was developed
through ontology for Information Systems security
that included the concepts and the relations [33].

Extended Ontology for Security

Requirements —

Researches amalgamate and extend the security
ontologies, which include comparative study of
primitive concepts in Problem Frames and
SecureTropos. The case studies also revealed a
number of security requirements adopted with
respective representation in terms of the proposed
ontology. [34].

Modelling Reusable Security Requirements

based Ontology — Risk analysis ontology and
requirements ontology were merged to develop, to
reuse security requirements and improve security by
spotting incompleteness and inconsistency, which
elaborated a “lightweight” method in achieving
semantic processing in requirements analysis, which
specified security requirements, based on security
standards [35].

Security based Ontology for Adaptive

Mapping of Security Standards - A new
security ontology was developed based on improved
branching and properties intensity for ontology
visualization purposes of security based standards
(PCI DSS, ISSA 5173, 1SO 27001 and NISTIR 7621)
compared to the existing ontologies. The data
mapping with ontology resulted in adaptive mapping
of any set of security standards that had optimized
usage of multiple security standards [36].

Security and Domain Ontologies for

Security Requirements Analysis - The
research study brought out a method a collection of
heuristic production rules which exploited security
ontologies and domain ontologies dynamically. The
study proved that combining both ontologies is more
effective to guide Security Requirements elicitation
[37].

Ontology based Information Security

Requirements Engineering — In one of the
previous research studies, a framework was
developed related to information  security
requirements (ISRs) through ontologies, which used
three kinds of generic ontologies (application domain
ontology, software requirement ontology and
information security ontology that facilitated a
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4)

5)

a)

b)

a)

semantic-based interpretation. So engineers have
improved our ability to create, manage, and maintain
information security requirements. [38].

Risk-based Security Ontologies

Some of the security researchers adopt an appropriate
set of existing tools and techniques which starts a risk
analysis, which increases the adaptation to security
solutions leading to more of security solutions to
valuable security plan. Some of the related findings are
given as follows:

Security Ontologies: Improving

Quantitative Risk Analysis — Researchers
suggested an ontology, which provided a solid base
for an applicable and holistic 1T-security approach
for small and medium sized enterprises SMEs that
enabled low-cost risk management and threat
analysis, which was based on the taxonomy of
computer security and dependability. Thus, each
threat was simulated with a different protection
profile with the cost/benefit ratio of individual
safeguards [39].

SemanticLIFE — Researchers explained the
fundamental issue for decision makers for
organizational security through ontology-based risk
assessment method using SemanticLIFE tool which
had the ability to use and process local data,
resources, which deal with personal information with
a paradigm that managed the security and privacy
issues of information being processed and shared.
[40].

Ontology for Industrial Risk Analysis —
Prior project associated with the developed
ontologies, which helped experts to realize the risk
analysis studies, aimed to develop an industrial risk
analysis support system, which consisted of three
main phases: A knowledge base of industrial safety;
Index safety-related resources, Case-based reasoning
(CBR) system [41].

Application based Security Ontologies
These ontologies involved the practical
application of ontological resources to
specific domains, such as biomedicine or
geography. Much work in applied ontology
was conceded out within the structure of the
semantic web. Some given trend-setting
contributions are given as follows:

Security Ontology to Context-Aware Alert

Analysis — The research focused on context-aware
alert analysis, using OWL and SWRL (Semantic
Web Rule Language) and OWL-S based on CIM
(Common Information Model), which described
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context information and security knowledge through
ontology. It improved existing alert analysis
techniques and provided formal representations,
which had been a significant stage for execution of
network security management [42].

Security Ontology for Mobile Applications

— In this ontology, representation and instantiation
were commented; target used was mentioned through
integration of the whole approach for security in the
mobile world. The research study proposed facts
based explanation through the conceptualization of
security ontology implemented in OWL-DL semantic
language with Protege 4 tool. [43].

Security Ontology for Mobile Agents

Protection — Mobile agents had estimated the trust
of environment where they will be executed. This
issue is addressed in a paper by the use of security
ontology. The development of this ontology followed
a process, which consists on a set of phases in order
to lead to a typical ontology [44].

NRL(Naval Research Laboratory) Security

Ontology — It complemented existing ontologies
in other domains, which focused on annotation of
functional aspects of resources was comprehensive,
better organized and capable of representing different
types of security statements and class hierarchy.
Service Oriented Architecture annotated security
aspects of Web service descriptions and queries
through NRL Security ontology [45].

Ontology based on e-health applications —
The use of security ontology, a set of security
patterns were developed based on the knowledge-
based approach for the security analysis and design
of e-health applications, which identified security and
privacy as well as described the validation and
compared the approach employed to other methods in
the security domain. [47]

Ontology Based Interoperation Service

(OBIS) — Researchers proposed an interoperability
solution/tool for the management of a policy decision
engine at the stage of the authorization layer of a
service oriented system. The method validated in an
e-Health scenario for the access of data for diabetes
patient disease monitoring management [48].

Miscellaneous Security Ontologies

In addition to the aforementioned categories, there
appear numerous ontologies, which cannot be placed in
any of the categories; therefore such types of
ontologies are collected in this miscellaneous category.
These have been given as follows:

SMO- An object-oriented ontology known as
Specification Means Ontology (SMO) was proposed
for defining and solving the issues related to security.
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b)

d)

SMO helped to choose the precise requirements for a
given improvement stage, allowed to track mappings,
e.g. solutions were given to cover problems so that it
support the project validation process. [49]

ISMO - Information Security Measuring Ontology
(ISMO) combined existing measuring and security
ontologies and provided security procedures for
software developers and malleable applications.
ISMO also provided an application with security
measuring capability. The Information Security
Measuring Ontology illustrated the run-time
utilization of the ontology and proved when
implementing security measures for applications, was
able to recover measures from the ontology at run-
time [50].

SAVO - Security Asset-Vulnerability Ontology
illustrated that vulnerabilities were exploited by
intruders to attacks against peers or systems assets
using the quantitative and qualitative analysis which
were protected by defensive components. SAVO had
combined high-level security policies with concepts,
mechanisms and including various ontologies as
follows [51]:

e  SAO - Security Attack Ontology was utilized
by a coalition of various defensive components
(e.g. intrusion detection components) which
interacted with each other and shared
knowledge about attacks and defenses to ensure
better protection.

e SDO - Security Defence Ontology was mainly
used for specification of a number of defensive
mechanisms to resist certain security attacks
and defined dependences between the security

algorithms and standards.

e SASO - Security Algorithm-Standard
Ontology were signed and time-stamped in
order to provided integrity, authentication, and
non-repudiation using RSA and SHA-256 from
new versions of securities.

e SFO - Security Function Ontology had defined
information  security issues and assisted
developers to create better and more efficient
protection against system attacks and failures.

Vulnerability-Centric Modeling Ontology —

Vulnerabilities are weaknesses, which assaulters

exploit to compromise the system in the

requirements, design and the implementation phase.

The study intended to amalgamate empirical

knowledge of vulnerabilities within the system

development process [52].

Cyber Ontology — The potential ontologies and

standards utilized to extend the Cyber ontology,

which included malware standards, schemas, and
terminologies. The Cyber ontology focused on
malware and some preliminary aspects of the
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‘diamond model', which included actors, victims,
infrastructure, and capabilities [53].

Utility Ontologies — The research study focused
on time, geospatial, person, events, and network
operations under super-domain or even mid-level,
which would consider for inclusion in the Cyber
ontology. [53].

Security Toolbox: Attacks &

Countermeasures (STAC) Ontology — was
proposed as a semantic-based application to specify
the relationships between the main security concepts
(cryptographic concepts, security protocols, and
security tools) and classifies threats and
countermeasures by domain according to the OSI
model [55].

Ontological approach toward cyber
security in Cloud Computing — Researchers
provided an ontology for cyber security operational
information based on actual cyber security operations
and identified data-asset decoupling data provenance

and resource dependency information in cloud
computing[56].
Ontology in Cloud Computing—

The research study discusses on the security issue in
clouds, which needs risk assessment, data integrity,
recovery, and privacy, regulatory compliance, and
auditing. The Design of Security System categorizes
two different types of access control mechanisms
namely, User Based Access Control (UBAC), and
Role Based Access Control (RBAC) [57].

Ontology-based access control model:

cloud security policy —Researchers studied on
ontology-based access control model, which
explained the difference between service providers
and users in the permitted access control. Research
study helped in context-aware access for proactively
applying the access intensity of resource access based
on ontology [58].

Cloud Ontology —The study depicted that Cloud
Computing has no specialized search engine to match
with the user’s requirements where ontology acts as
imperative responsibility in the cloud computing
technology by consolidating analysis of computing
resources current across disparate Clouds. Research
also provided in depth study about security issues in
cloud computing and security measure, which
enhance the private and public cloud security levels.
[19].

Security Ontology Driven Multi Agent

System Architecture: Cloud Data Storage —
An ontology based semantically structured, security
approached had been adopted by Cloud Computing
security domains. It moved towards OWL-based
security ontology of Cloud Data Storage (CDS)
security and  Multi-Agent  System  (MAS)
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Architecture based on ontology had three foremost steps:
domain, purpose and scope Setting; classes and class
hierarchy conceptualization; instances creation. [46]

IV. ANALYSIS AND DISCUSSION

An overview of the related work in the area of security
ontology results in a vital topic due to continuous increase in
threats, attacks and wvulnerabilities in any technology.
Presented findings come from generalized ontologies, specific
ontologies and miscellaneous ontologies surveys. The
restudying of security ontologies will open new devotion for
the researchers. A critical analysis of the reported researcher’s
findings provides following significant conclusions (shown in
Fig. 4.1):

e To be at par with emerging technologies, cloud needs
to have ontological approach towards cloud security.

e Cloud threats at wvarious stages of cloud
implementation need to be defined in form of
terminology under the security objectives where
threats can be covered.

e There is a need to develop ontology for security
concerns in each primary service models Software as
a Service, Platform as a Service, and Infrastructure as
a Service of the development process of a cloud-
based system.

e A complete set of security objectives viz. availability,
confidentiality, integrity including others (non-
repudiation, trust, governance, legal issue and
compliance, privacy, audit, architecture, identity
management, access control, software isolation,
incident response and application security) needs to
be gathered in a framework to implement cloud
security countermeasures through the help of
ontology.

o Identification of attacks and their relationship within
the class of categories, through the approach of
taxonomies need to be build on cloud security
system.

e An analysis and systematic classification of Cloud
security ontology based on threats, attacks, exploited
assets, in built vulnerabilities and countermeasures is
highly required.

e Accurate terminologies for costs benefit analysis of
security mechanisms in Cloud Computing and each
cloud threat need to be defined with a different
protection profile under its terminology.

e Characterization and classification of attacks can be
made a part of cloud in form of classes, which are
inherited from generalized security attacks classes.

e Development of cloud security requirements

ontology to improve security by detecting incomplete
and inconsistent knowledge is highly essential, which
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will help in achieving semantic processing in
requirements analysis.

Cloud Security :
Threats and
Countermeasures

Cloud security
risk management
ontology

Cloud Security
threats
Characterization:
A comparative
analysis

A comparative
study of cloud
security ontologies

Ontological
approach to
Revisit the
major cloud
security threats

Cloud Security
assurance: using
CIA-Non
repudiation

Toward a Cloud
Security
Ontology

Fig. 4.1: Conclusive Study

V. CONCLUSION AND FUTURE WORK

In any scientific community, defining ontology is considered a
difficult and yet, significant task. In this paper, a critical study
of security ontologies has been presented in which these
ontologies have been grouped into three major categories:
Generalized, Specific with sub categories: Web Services (WS)
and Web Ontology Language (OWL) based Security
Ontologies, Network  Security  Ontologies,  Security
Requirements Ontologies, Risk based Security Ontologies and
Application based Security Ontologies ; and Miscellaneous.
The study of these existing security ontologies has tried to
analyze, ,how each characteristic of security objectives,
assets, vulnerabilities, threats, countermeasures are covered
within the aspects of security ontology™. In addition, the
research has proven whether the proposed security ontologies
can be used for defining the cloud security ontology through
the conclusive results.

In cloud security ontology, security objectives and
requirements must be embedded in the service and
deployment models. Major security requirements traceable in
the prior studies are basically Confidentiality, Integrity,
Governance, Trust, Legal and compliance, etc. [59]. To extend
security requirements series one step further, the future work
may focus on one or more prominent security requirements
such as Non-Repudiation [59], which may enhance the
security of the cloud services. A comparative study of cloud
security ontology may also be conducted as one of the future
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projects to be looked to. And finally, another future study may
be conducted to develop ontology for identifying, extracting
and analyzing risk, threats, vulnerability along with their
countermeasures and their relationships that are managed by
every security model through ontology especially in the Cloud
Computing architecture.
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