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Abstract

Advanced Persistent Threats (APT) are a fast growing security
concern for ICT wusers in homes, governments and other
organisations. Initial delivery of APT in computer systems is
achieved by social engineering people within the organisations.
This research employed a preliminary desktop review of how
APTs are delivered in organisations’ computer systems and
discovered that spear phishing is the leader in social engineering
techniques used in APTs to compromise industrial control systems
security. A description on how APTs operate and how spear
phishing and click jacking are used as tools to successfully exploit
organisational security is presented. In addition the paper briefly
describes implications of successful APT attacks in organisations.
Further the paper proposes use of the APT awareness stages in
order for organisations to improve their security posture through
user security awareness
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1. Introduction

Advanced Persistent Threats (APT) are a rapidly
growing information security threat to businesses and
government organisations [1]. The 2014 State of Endpoint
Risk report states that out of 676 organisations surveyed
APTs were ranked as the third most risky security threat to
organisations. First being the use of mobile platforms and
the second being use of cloud computing. It is speculated
but never been proved that APTs are nation sponsored
attacks because of their sophistication and also because
originally they targeted military and government agencies [2,
3]. This trend has changed as APTS target any businesses
and government agencies as well [4]. In many instances we
find that the goal of the APT is to steal intellectual data.

Of interest is the fact that most APT success is
attributed to the manipulation of or in some cases wilful
participation of an organisation’s employees to gain access
to the business IT networks. The authors did a document
review to find out human related methods used by APTSs to
penetrate IT networks. Most of the APTs considered were
those APTs that attack industrial control systems. The
reason for mainly analysing these APTSs is that, the main
objective of the research being undertaken is to design a
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networking security model for securing industrial control
systems from APTs.

The following sections of the paper are organised as follows.
The next section will outline APT and the APT lifecycle.
Section 3 and 4 will discuss the social engineering methods
used by APTs to attack IP networks. Section 5 will give a
brief overview of the implications of successful APT attack.
Section 6 will show some of the security aspects
organisations need to beef up on, in order to increase user
security awareness. Section 7 will be the conclusion.

2. Advanced Persistent Threats

Advanced Persistent Threats are sophisticated multistep
cyberattacks which are designed in such a way that they only
attack specific targets [5]. In order to successfully infiltrate a
network APTs usually follow the following attack stages [2,
5, 6]:

e Choosing a victim

* Reconnaissance

e Delivery
« Exploitation
e Operation

» Data collection and exfiltration
2.1 Choosing a victim

At this stage the attacker chooses which organization
they want to attack. The attacker also decides what they
want to achieve out of the attack. Maybe the attacker wants
to steal data source code, confidential information, trade
secrets or they want to sabotage operations [2].

2.2 Reconnaissance

This is the stage attackers seek information about their
target. They use network scanning and mapping mechanisms
to gather information [2, 6]. They also use social
engineering techniques, employee profiling, social networks
and phone directories to get information [2]. This
investigation is used to find pathways into the system.
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2.3 Delivery

Using the information gathered in the reconnaissance
stage the attackers develop malicious code that exploits the
identified vulnerabilities and this code is attached to pdfs,
docs, ppts, ready for delivery to attacker’s victim [7].
Several ways can then be used to penetrate the network to
infect the target’s systems. The graph below highlights some
of the methods used to initiate APT attacks [2].

Fig 1. Methods Used by APTS to Penetrate Networks [1]

2.4 Exploitation

This stage is executed when the malware is now in the
system. At this point the malware uses vulnerabilities to
execute its payload [7]. In addition, the malware makes
contact with its command and control centre. When a secure
connection is established with command and control centre
information about the victim’s computer is collected and
sent to the command and control centre [6].

2.5 Operation

When the attacker has gained a base in the system they
persistently maintain presence in the network over a long
time. If it is necessary the attacker moves laterally in the
network to find strategic positions such as servers with
sensitive information [6]. They might just move in the
network to have access to other devices in the network
which are consequently also compromised [2].

2.6 Data Collection and Exfiltration

Using access gained from previous stages data is
gathered, segmented and encrypted. It is kept in temporary
servers in the internal system while attacker establishes
redundant command and control channels that can be used
in case of changes in security configurations. Finally data
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gathered is sent over encrypted channels to multiple external
servers. This is done to hide the final data destination [6].

3. APTs Exploiting Humans

As shown above the APT stages of reconnaissance and
delivery are successful to a great extend because they
manipulate the human. By looking at Fig 1, we see that
spear phishing email, click jacking and USB key delivery
which are some of the methods used to deliver an APT in a
network are successful only by human interaction. The table
below highlights some APT examples and how they were
initially delivered to target systems.

APT Target Initial attack Purpose ‘Wilful
method participation
Stuxner Iranian Natanz Infected removable | Disrupt nuclear yes
Nuclear drive plant
Enrichment Facility operations
Dugu Several Infected MS Word | Extract no
organisation in file sent to victim information
Sudan, middle east,
and Europe
Flame Tranian educational | Impersonation of Extract no
nstitutions windows update information
server
Red October Research Spear phishing Extract no
organisations mails infected word | information
and excel
documents
Miniduke 23 countries Pdf mail Extract no
Government bodies | attachments imformation
Operation Aurora Google network Infected website Extract no
information
Operation Shady rat 71 companies all Spear phishing Extract no
over the world mails with MS information
word, Excel,
PowerPoint and pdf
attachments
RSA attack RSA network Spear phishing Extract no
mails infected excel | information
documents

Table 1: APT attack examples

It can be seen from the table that most initial infection
is done through tricking people into opening files with
malicious extensions or tricking them to visiting infected
websites. Therefore we can conclude that humans are social
engineered by the attackers. Social engineering is not a new
weapon of attack but has been used from ancient times. The
next section will look at the social engineering mechanisms
most used in APT attack

4. Social engineering as an APT tool

“Generally social engineering attacks are security
exploits that prey on the vulnerable attributes of humans
rather than technology” [8]. SRI International defines social
engineering as: “deceptive practices to obtain information
from people using social, business or technical discourse”
[9]. From these various definitions, it could be noted that,
social engineering mainly operates at the entry point for
APT attacks
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Fig 2: Social Engineering taxonomy [10]

The social engineering taxonomy presented by [10] Fig
2, is detailed enough to portray an overview of what
constitute social engineering at an advanced level and will
be adopted for the purposes of shading light on social
engineering for this paper.

The taxonomy above hints on four crucial aspects to
consider when discussing social engineering attacks namely:
channel, type, operator and attack vectors. The ever growing
communication media like e-mail, instant messaging, Skype,
Dropbox, LinkedIn, Lync, etc create new attack vectors for
social engineering attacks [10], as depicted in Fig 2 above.

In general, [11], outlines that social engineering
methods target some human behaviour attributes such as
trust, the desire to be helpful, wishing to get something for
nothing, curiosity, fear of the unknown or losing something
(as when responding to popup windows), ignorance and
carelessness. In APT attacks social engineering attacks are
aimed at manipulating humans or software into divulging
confidential information about the targeted network. This
means that humans trust the ‘perceived’ sender and the
email subject and in their curiosity and need to be helpful
they download the attachment.

To gain initial information attackers may use physical
means such as dumpster diving, theft or exhortation.
Dumpster diving is identified as a component of the careless
attack vectors by [12] in his Four Vectors of Psychology
Based social engineering. Dumpster diving is presented by
[13], as searching through the organisation’s trash to build
personalised profiles about the victims. Attackers might also
search for information about organisations and/or employees
on social web pages to gain more information.

After obtaining initial information they can send
targeted emails also termed spear phishing [10]. Spear
phishing capitalises on e-mail attachments as discovered by
[14]’s research. McAfee [15] point out that spear-phishing is
a popular way to bait targeted users into downloading initial
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APT delivery malware. Most of the downloads are attached
to the email and the most common spear-phishing
attachments are shown in Fig 3.

Fig 3: Top spear phishing e-mail attachment file types [14]

As affirmed by [16], reverse social engineering makes
use of sabotage, advertising and assisting to gain access to
desired information. Considering [17], a usb drive
containing a trojan horse can be used by the attacker, they
then advertise to have effective antivirus, in the process of
assisting they gain access to the victim’s password [10] in
the name of assisting or offer certain software installations.

Another common attack used in APT initial attacks is
click jacking. Click jacking is also known as Ul-redressing.
Chaitanya et al, 2012 say that click jack attackers con users
into believing they have clicked on genuine buttons when
they have actually clicked invisible targets. In this manner
attackers use the hijacked mouse click to do tasks that will
achieve their goals [18].

Broadly social engineering attacks have taken different
advanced dimensions and technical solutions may not
harness such approaches. APTS are capitalising on the
social engineering route as it is proving to be effective

5. Implications of successful APT attack

Successful APT attacks have consequences. ICS which
consist of among others, power grids, water, and oil
distribution systems are also being attacked by APTSs.
Attacks in ICS will result in endangering people’s health and
safety [19]. In other computer systems successful attacks
might result in damage to infrastructure and in most
instances there will be a financial losses as a result [19].
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Because there is an increase in the number of attacks on
organisations 1T budgets are being strained [1]. This is
because organisations need to fork out more to address the
possible security breaches. This might be taken to mean that
most of the IT budget is spent on trying to secure systems
instead of on upgrading or improving them.

As revealed by the Trend research, the most targeted
industry for APT attacks via spear phishing are government
with a 65% attack rate which is almost double the second
target industry classified as Activists with a 35% attack rate
[14]. As stated by [2] most APTs are being created by
governments because of the complexity, time, sophistication
and resources needed to create an APT. If this is the case
then if countries are spying on each to improve the
weaponry or just to find out what the other nation is doing in
their governments and armies. Who knows how the nations
being spied on will react on discovering their data is being
stolen? Will this be the breeding ground for a nations cyber
war? Even if the war starts in cyberspace, who knows how
and where it might end up and the impacts and implications
of such a war

6. What can be done to improve awareness or
better security use?

Based on literature studies, APTs are gaining access to ICS
due to enabling user behaviour. In order for the security
officers to address this problem, there is need to address the
root cause of the APT success by doing risk assessment,
policy and control implementation, awareness campaign and
monitoring and evaluation. However, this paper
recommends focus on awareness campaign because it
sensitises humans on APT initial infection symptoms as
there is no one solution to APT security breaches.

Users fall under the operations/ human resources domain of
the 1SO27002 standard. To address the human aspect of
security, policies should be designed and implemented.
However policies are as effective to the extent determined
by the usage. If there is consistent correct usage then
policies are effective, otherwise they are fruitless. Social
engineering hinges on poor policy implementation practices.
Based on this it is important to address APT awareness, as it
is the basis of correct usage and it impacts on behaviour
change. Security conscious decision making and behaviour
is enhanced by awareness campaigns as they increase the
user’s security related knowledge [20].

SANS security awareness model begins from non-existence
of an awareness program, then compliance focused,
promoting user awareness & change long term sustainment
and metrics [21]. A complementary model was designed by
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[22] for awareness program cycle which focuses on reducing
the phishing threat by influencing behaviour through
awareness. In this paper we will focus on promoting user
awareness and change as follow up to the compliance
focused stage (where standards and policies relevant to the
ICS security domain should be implemented). Promoting
awareness and changes focus on positively influencing
behaviour and reducing security threat [21]. Fig 4 presents
stages of APT awareness based on [21, 23].

Baseline
(assess risk &
determine
awareness needs)

Measure Stakeholder
(impact of identification
program) APT

Awareness

Develop
(awareness
program)

Fig 4: APT awareness lifecycle based on [21, 23]

Stage 1 of the APT awareness cycle is the determination of
the level of risk the ICS are exposed when it comes to APT
attacks and assign them levels of criticality to aid
prioritisation. This can be done through surveys to gauge the
APT and general security awareness levels before planning
for the improvement. We need to identify the topics to
address in the awareness program and these are depicted in
fig 5. The user need to be aware of what APTSs are, the APT
attack vectors, the impact of successful APT attacks and
best practices in mitigating them. Stage 2 involves
identifying the stakeholders in the successful execution of
the program. Once the stakeholders have been identified we
then move on to develop the program. Stage 3 involves
selection of awareness strategies for identified stakeholders,
area of focus, material to distribute and an implementation
plan. Awareness strategies include posters, blogs,
newsletters, websites, briefings, bulletins and tutorials [20,
23, 24]. Stage 4 is the execution of the program and finally
the stakeholders are re-evaluated to check on progress. The
latest evaluation then serves as the baseline for future
evaluation.

Avvareness

Fig 5: User awareness of APT
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7. Conclusion

From the way APTSs are getting initial access to networks it
can be seen that humans are a very weak link. From the
examples given in Table 1 it can be seen that all the APTs
gained access by human means. The most common way of
gaining initial entry in networks is by delivering spear
phishing emails to individuals within organisations in the
hope that they will download the email attachments.
Literature shows that the attackers hope becomes reality as
user download the attachments and thus the first stages of
the APT are achieved.

The consequences of a successful APT attack in
organisation could be detrimental to the operation and
finances of an organisation. Hence we suggest that
organisations must improve their user awareness programs.
We suggest following APT awareness stages so that in
promoting awareness we realise changes on positive security
behaviour and thus reducing security threats

It can be noted from this paper that the human aspect of
APTs is very complex and needs to be addressed from
behavioural perspective as well the theories of reasoned
action behaviour. Thus future research will focus on
developing a technical model to address technical APT
attack vectors.
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