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Abstract

In recent years elliptic curve cryptography (ECC) is emerging as
an alternative to traditional public key cryptosystems(DSA, RSA,
AES, etc).ECC offers equivalent security with smaller key sizes
resulting in faster computations, lower power consumption, as
well as memory and bandwidth saving. This work presents an
Extension of Elliptic curve Diffie Hellman technique to generate
multiple shared keys at a time with reduced Key exchange
operations (KEO), for increasing security and widening of
applicability. A comparative study between proposed protocol
and other crypto systems was made and satisfactory results have
been obtained. Also an upper bound for the number of shared
keys in terms of the number of exchanged keys and for a given
number of shared keys, the minimum required number of keys to
be exchanged.

Keywords: Diffie Hellman, elliptic curves, multiple shared keys,
discrete log problem.

1. Introduction

In recent years some cryptographic algorithms have gained
popularity due to properties that make them suitable for use
in constrained environment like mobile information
appliances, where computing resources and power
availability are limited. One of these cryptosystems is
Elliptic curve which requires less computational power,
memory and communication bandwidth compared to other
cryptosystem. This make the elliptic curve cryptography to
gain wide acceptance as an alternative to conventional
cryptosystems (DSA, RSA, AES, etc). Much smaller key
lengths are required with ECC to provide a desired level of
security, which means faster key exchange, user
authentication, signature generation and verification, in
addition to smaller key storage needs. The terms elliptic
curve cipher and elliptic curve cryptography refers to an
existing generic cryptosystem which use numbers
generated from an elliptic curve. Empirical evidence

suggests that cryptosystems that utilize number derived
from elliptic curve can be more secure. As with all
cryptosystems and especially with public-key crypto
systems, it takes years of public evaluation before a
reasonable level of confidence in a new system is
established. ECC seem to have reached that level now. In
the last couple of years, the first commercial
implementations are appearing, as tool kits but also in real-
world applications, such as email security, web security,
smart cards, etc. The security of ECC has not been proven
but it is based on the difficulty of computing elliptic curve
discrete logarithm in the elliptic curve group

Because of the rapid increase of popularity of remote
communication through unsecured channels such as the
Internet, the use of cryptographic protocols to secure them
increases.Even though there are many efficient
cryptosystems currently available, their reliability depends
on the keys being used, because the messages are easily
interpreted when opponents know the secret values.
Although this problem is overcome by changing the
cryptographic keys frequently, the question is how it can
be done through public communication channels. In fact,
the ability to dynamically and publicly establish a session
key for secured communication is a big challenge in

cryptography.

Although public key algorithms prior to communication
may be used for establishing the session keys, it requires
additional key exchange (KEOs) per session and increases
overhead. In such conditions, if multiple shared keys are
exchanged securely at a time with comparatively fewer
KEOs and if a key or even multiple keys are used in the
same session, it not only eases the establishment of session
keys, but also reduces the key exchange overhead
significantly. The same is implemented in the Biswas
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work, where the generation of multiple two-party shared
keys and a multiparty key is proposed But there are known
sub exponential algorithms for breaking RSA, Diffie
Hellman based on modular arithmetic ECC is important
because the mathematicians do not (yet?) have sub
exponential algorithms for breaking it, Therefore, it is
believed to be secure with much smaller key size which is
important for performance.

ECC is a candidate replacement for public key
cryptographic schemes like DH, RSA, DSS etc as EC
groups are advantages because they offer more security
than other groups with smaller key sizes and faster
computation times.

So combining the advantages of ECC and Biswas
work[2].We proposed ECC crypto systems Elliptic curve
multiple key Exchange protocol (ECMKEP) with the
addition operation in proposed cryptosystem as a counter
part of modular multiplication and multiple addition as a
counter part of modular exponentiation in Biswas work
[2]. In this present work instead of exchanging one public
key as in ECC-DH, exchange m public keys between

two parties A and B we generates 2™ — 1 — m? shared
keys in which m? keys are called base keys and these
keys are used to generates 2m*.1-m? keys which are
called as extend keys .

1.1 The main advantages of present work:

1. ECC-DH offers more security than modular arithmetic
DH with smaller key sizes, less processing overheads and
faster computation times.

2. The proposed technique reduces not only the
computational cost significantly but also the key exchange
over heads.

3. Depending on the application and the security needed, we
can generate sufficient number of shared keys N, by
selecting

m = [|V (log (N + 1)/ log2)|] (1)

4. The advantage of elliptic curve over the other public key
systems such as RSA, DSA etc is the key length. The
following table [3] summarizes the key length of ECC
based systems in comparison to other public key schemes.

Table 1: Comparison of the key lengths of RSA/DSA and ECC
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RSA/DSA ECC Key length for
Key length Equivalent Security
1024 160
2048 224
3072 256
7680 384
15360 512

From the table it is very clear that elliptic curves offer a
comparable amount of security offered by the other
popular public key for a much smaller key length. This
property of ECC has made the scheme quite popular of
late.

2. Cryptography with elliptic curves:

2.1 Review of ECC DH Technique:

First pick a prime numberp ~ 218%nd elliptic curve
parameters a and b for equation

y3 = x3+ ax + b (mod p) 2
This defines elliptic group of p ~ 2189 Next pick a
generator point G = (x;,y,) € E,(a,b), whose order is a
very large value n.

Step 1: A selects an integern, < n. This is A’s private key
and then A generates a public key

P, =np XG € E,(a,b) 3)

Step 2: B selects an integer ng < n. This is B 's private
key and then B generates a public key

PB =ng X GEe Ep(a, b) (4)
Step 3: A and B exchanges their public keys.
Step 4: A generates the secret key

K= na X PB (5)
and B generates the secret key

KZHBXPA. (6)
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The two calculations in step 4 produce the same result as
follows.

nAXPB= nAX(nBXG)
= ng X (ny X G)
= ng X PA (7)
3. Proposed Protocol:

3.1 Elliptic curve multiple shared key Exchange
Protocol (ECMKEP):

1. A selects m private keys n, <nforl <i<m and
then generates m public keys

Py, =y, XGE€Ey(ab),forl <i<m (8)

2. B selects m private keys ng,< n, for 1 <i<m and
Then generates m public keys.

Py, =ng, X G €Ey(ab)forl <i<m (9)
3 .A and B exchanges their public keys.
4. A and B generates their " m2" base keys as follows

Kij=nAi><PB].,f0I’1 <i<ml S]Sm (lO)
Kij'=nBijAi,for1 <i<ml <j<m (11)

Clearly K;; = K;;" these m? shared keys are called as
base keys.

5. Additional shared keys can be derived by adding these
base keys in different combinations which are called as
extended keys

i. Adding two base keys at a time out of m? base keys
generates C(m?, 2)shared keys such as

K=K11+K12 (12)

ii ./Adding Three base keys at a time out of m? base
keys generates C(m?,3)) shared keys such as

K = Kll + KIZ + K13 (13)
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iii. Adding m?-1 base keys at a time out of m? base keys
generates C(m?,m? -- 1)shared keys such as

K = K11 + KlZ + -+ Klm + -+ Kml +Km2 + .-
+Kmm—1
(14)

Finally adding all m*base keys generates one shared key.

K = Kll + KlZ + -+ Klm + -+ Kml +Km2 + .-
+ Ko
(15)

4 Security of proposed technique:

The elliptic curve cryptosystems which are based on the
EC-DLP (Elliptic curve Discrett log problem) over a finite
field have some advantage s over other systems, the key
sizes can be much smaller than those in other schemes
since only exponential time attacks have been known so
far.If the curve is carefully chosen and EC-DLP might still
intractable even if factoring and the multiplicative group
discrete log turn out to be tractable problem. The EC-DLP
is defined as follows.

4.1 EC-DLP (Elliptic curve Discrett log problem):

Def: Let E be an elliptic curve defined over a finite field
Fp and let p € E(Fp) ,be a point of order n. Given Q
€ E(Fp) The Elliptic curve DLP is to find the integer I,

1 <1<n-15Q=lP

1.Proposition: m? two party  shared keys
Ki1,Ki2 oo, Kiy oo K1) Ky - K (Dase keys) derived
in the application of the ECCDH technique are
indistinguishable in polynomial time from random
numbers.

Proof: Since each of the m? shared keys is basically a
ECC-DH style key and for ECC-DH shared key the
proposition is true, our proposition follows.

2. Corollary: The extended 2m°.1-m? shared keys
generated by adding the m? base keys in different
combinations are also indistinguishable in polynomial time
from random numbers.
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5. Comparison between ECMKDP and
ECC-DH repeated m-times and Polynomial
Time Complexity:

5.1 Comparative Analysis between the Proposed
Protocol and Elliptic Curve Diffie Hellman (ECDH)
Repeated N Times

First observe that
i. To generate 2m* — 1 shared keys in ECC D-H technique

it requires 2™ —1 rounds and proposed technique
(ECMKEP) requires single round

ii. To generate 2m* — 1 shared keys it requires

interchange of 2( 2m* — 1 ) messages in ECCD-H
technique and 2m messages in ECMKEP.

iii. To generate 2m* — 1 shared keys it requires 22(27”2 -
1) multiple addition operations in ECC D-H technique and
ECMKEP requires 2m?2+2m

iv. To generate 2m* — 1 shared keys it requires no
additions and ECMKDP requires

22™*1(m? - 2) + 1)
v. The time complexity of D-H is
Tecopn (M) = C. 2° (2™ = 1) =0(2™)  (16)

Where C. denotes time needed for execution of one
multiple addition operation.

So, D-H possibly has non polynomial (exponential) time
complexity. Hence, it requires more time for execution.
Since multiplications are very less expensive than
exponentiation, for time complexity we consider
exponential operations and hence the time complexity of
MSK

Teemkop (M) = Co(2m?+2m) =0 (m?) (17)

where C. denotes time needed for execution of one
multiple addition operation. Thus, ECMKEP has
polynomial (quadratic) time complexity. So it requires less
time for execution than ECC D-H
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Table2: Comparative Analysis

Intercha| Execution
nge of .
Pro Number of Number Number | Time _
of of complexit
tocol number of -
Rounds . additions| .
of multiple
messages| additions
EC 1 _. . 2om? O @)
DH 2m* —1 | 2(2™ -1)| 292 1) NIL (exponenti
al)
ECM 2 22m-1(m2[0 (M°)
KEP 1 2m m® +2m. -2)+1 (quadratic),

Table3: Complexity Comparison for Various Protocols:

protocol complexity
AKAP 3

SAKAP 1

MQVKC 25

MQV 25

ECDH 2

MTI/AO 3

MTI/CO 2

JOUX 2

SMART 4

ECMKDP 0.8, for m=2
Generalized algorithm, 0.047 for m=3...
complexity decreases as m m2eom/2m — 1
increases

6. Selection of shared key:

Now that the proposed extension can generate multiple
shared keys, it is necessary for us to be able to select a key
for a session. Here we suggest that one can follow a method
similar to that in the well knownMerkle’s puzzle which is
recalled below:

A party generates n messages each with having a different
puzzle number and a secret key number and sends all the
messages to the other party in encrypted form. Note that a
different 20 bit key is used for encryption of each message.
The other party chooses one message at random and
performs brute-force attack to decrypt it -although it needs a
large amount of work, it is still computable. It then encrypts
its message with the key thus recovered and sends it to the
first party along with the puzzle number. Since it knows the
puzzle number, it thus identifies the key and decrypts the
message.

Similarly, in order to select a key out of

2m* — 1 shared keys, one party generates a message
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comprising a shared key and a puzzle number. After
encrypting it either with the smallest or largest key of the
shared keys generated, it is sent to the other party. The
message is easily decrypted as the recipient knows all keys
and the (shared key, puzzle number) pair is recovered. The
party then either sends the puzzle number alone or an
encrypted message along with the puzzle number to the first
party, where the message is encrypted with the shared key
found. Since the first party knows the puzzle number, it
therefore identifies the session key and can decrypt the
message. For subsequent changes, the present session key
may be used to encrypt a shared key at one end, and it is
decrypted at the other end to obtain the new session key.

7. Conclusion:

In this paper we proposed a secure protocol ECMKEP
based on DH using EC as public key cryptosystems using
EC group works with smaller key sizes less processing
overheads and provides more security in competitive to DH,
DSS, RSA based on modular arithmetic and proved that our
protocol is secured under EDLP, Further using the lower
and upper bounds for m and N , the security levels can be
increased in SDT with relatively lesser operations over
heads.
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